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Application Papers 
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DETAILED ACTION 



1-17 are pending in this application and have been examined. 



Claim Rejections - 35 USC § 112 



2. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conchde with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claims 1-8 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which appUcant regards as 
the invention. Claim 1 contains the preamble language: "A method, including steps of..." The 
language is unclear since the preamble does not specify what type of method is being claimed. 
The Apphcant is encouraged to change the preamble of the claim to somethmg akin to: "A 
method for secure distribution of a digital certificate, the method including:" Claim 4 contains 
the language: "wherein said first certificate includes information authenticating a certificate from 
said first entity other than said first certificate." It is not clear what is meant by a certificate from 
said first entity other than said first certificate. 

Claims 3-8 which are dependent on claims 1 and 4 are rejected on this basis as well. 



4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 



Claim Rejections - 35 USC §101 
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5. Claim 9 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. Claim 9 contains the language: "A article of manufacture including a 
computer data signal embodied in a memory medium, said readable medium including at least 
one of the following: a carrier wave, a memory, or a storage device. Electromagnetic signals 
embodied in a carrier wave or a memory medium do not represent patentable subject matter and 
the claim is rejected on this basis. 

1 

Claim Rejections - 35 USC§ 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in pubUc use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 

7. Claims 1, 2, 4-11, and 13-17 are rejected under 35 U.S.C. 102(b) as being clearly 
anticipated by Bruce Schneier, Applied Cryptography, Second Edition, John Wiley & Sons 
Pub., Oct. 1995, Section 8.12 Public-Key Key Management, PubUc key Certificates, and Section 
24.9 ISO Authentication Framework, pp. 574-576. 

As per claims 1 and 9 . Schneier teaches A method, including steps of sending a first 
certificate fi-om a first entity, said first certificate including security information regarding at 
least a second entity, said first certificate including information authenticating a second 
certificate fi-om said second entity; and sending said second certificate from said second entity; 
whereby a recipient of said first certificate and said second certificate can authenticate from 
information therein a first set of security information to associate with said first entity and a 
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second set of security information to associate with said second entity, in figs. 24.2 and 24.3, and 
p. 575- 576 paragraphs 1-3. 

As per claims 2 and 1 1 , Schneier teaches the use of a root certificate in the first or second 
certificate in fig. 24.3 Certificates Cae, Cad, and p. 576 paragraphs 1-3. 

As per claims 4 and 13 , to the extent that the meaning of claim 4 can be discerned by the 
Examiner, Schneier teaches said first certificate includes information authenticating a certificate 
fi-om said first entity other than said first certificate in fig. 24,3 item Cad and p. 576 paragraph 1, 

As per claims 5 and 14 , Schneier teaches wherein said first certificate includes 
information authenticating a fixture intended version of said first certificate, in fig. 24.3 item Cae 
and p. 576 where the root certificate and certificates supplied to AUce and Bob are going to have 
the signature of the certification authority CA as will all fixture versions of certificates based 
upon any new public keys chosen by Alice and Bob. 

As per claims 6 and 15 , Schneier teaches said second certificate includes information 
authenticating a third certificate in fig. 24,3 Items Cad and Cab, and p. 576 paragraph 1. 

As per claims 8 and 17 , Schneier teaches wherein said security information includes a set 
of authorizations for said second entity, in page 574 fig, 24.2. 

As per claims 10 and 16 , Schneier teaches a second certificate indicating said second 
entity as its source; whereby a recipient of said first certificate and said second certificate can 
authenticate from information therein a first set of security information to associate with said 
first entity and a second set of security information to associate with said second entity, wherein 
said second certificate including security information regarding at least a third entity, said second 
certificate including information authenticating a third certificate from said third entity; and 
including steps of sending said third certificate from said third entity in figs. 24.2, 24.3 and p576 
paragraphs 1-3 and p. 186 paragraph5. 



Claim Rejections - 35 USC § 103 
8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 



i. 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this tiUe, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

9. Claims 3 and 12 are rejected rejected under 35 U.S.C. 103(a) as being unpatentable over 
Schneier as applied to claims 1 and 9 above, and further in view of Official notice as taken 
below. 

Schneier teaches said &st certificate including both an expiration date and information 
authenticating a third certificate in pages 574 fig 24.2, and page 186, however Schneier does not 
teach a third certificate including an expiration date other than an expiration date for said third 
certificate, however Official Notice may be taken that the use of such information in fields 
contained in x.509 certificates is old and well in the art. Therefore it would have been obvious to 
one of ordinary skill in the art at the time of the invention to incorporate this feature into the 
system of Schneier. It would have been desirable to do so as this would allow for greater security 
in the system by allowing a root certifying authority to more completely specify the expiration 
time frame of certificates. 

Conclusion 

1 0. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (703) 305-1336. 
The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessfial, the examiner's 
supervisor, Gilberto Barron, can be reached on (703) 305-1830. The fax phone numbers for the 
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organization where this apphcation or proceeding is assigned are (703) 746-7239 Official Faxes, 
(703) 746-7240 Unofficial Faxes, and (703) 746-7238 After Final Faxes. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703) 305-3900. 



12/14/02 / 
, GILBERTO BABRON 

P 1 Cw U SUPEFWISORY PATEMT EXAMINER 
' TECHNOLOGY CENTER 2100 



